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SSH Secure Shell

SSH Secure Shell is a program that you install on your computer for a
very high level of security when you transfer files or send commands to a
remote server. It protects the confidentiality of your data and
communications, even in the unlikely event that someone wishes to access
or tamper with your files. The encryption technology of SSH Secure Shell
maintains the highest levels of security and protection for your data.

If you have been using WS_FTP or another file transfer program, User
Services strongly recommends that you switch to the SSH Secure Shell
user desktop tool. It not only provides a higher level of security and
reliability, but also more capabilities and ease of use. The file transfer and
user interfaces (screens) are intuitive and enable the following:

= File transfers to and from the server.

= File management on your computer and in your directory on the
server.

= Sending UNIX commands to the server, including all PINE
commands, most notably, printing (use SSH Secure Shell terminal
mode for PINE).

System Requirements
SSH Secure Shell requires a computer with these configurations:

= An Internet browser such as Netscape or Internet Explorer to
download the installation file.

= Anactive UNIX account with the University (know your user
name and password).

=  Windows 95 (OSR2.1), Windows 98 or SE, Windows Me,
Windows NT 4 (with Service Pack 5 or 6 installed), Windows
2000 (with Service Pack 1 or 2 installed), or Windows XP.

= Four megabytes of free disk space.
= A connection to the Internet.

Your UNIX Account

All University of Delaware faculty, staff, and students can obtain an
account on the UNIX server. This account is a privilege and you are
expected to use it responsibly. If you are uncertain about the proper use of
computing resources, read the Policy for Responsible Computing on the
University’s Web site at http://www.udel.edu/ecce/policy.approved.html.
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Installing SSH Secure Shell

Installing SSH Secure Shell on your computer is similar to other programs
you may have installed. Before you begin, ensure that you have met the
system requirements listed in the previous section. SSH Secure Shell is
provided by the University to the University community for academic use
only.

Downloading the Installation File

Your download speed will vary. If you are at home on a dial-up
connection, it will be much slower than if you were at UD. Be patient and
allow the process to continue for as long as you see progress in the
download window. If it stalls, begin again or wait for a better time of day
when Internet traffic or your Internet provider (e.g. AOL, Earthlink, etc.)
is less congested. Follow these steps:

1. Open your Web browser (Netscape or Internet Explorer).

2. Proxy server. If you are connecting to the network through an off-
campus connection, you must configure your proxy server settings
to UD specifications. Follow the instructions at
http://www.udel.edu/topics/connect/webproxy/index.html. If you
are on campus, skip this step.

3. Installation file. Go to http://udeploy.udel.edu/Win/Docs/ssh.html
and click Install SSH Secure Shell.

4. After the “Save As” window comes up, choose a familiar location
to place the file. Click Save. Do not change the name of the file
that is highlighted in “File name.” You will need to locate this file
for installation. The download box will show the file download
progress.

Running the Installation Program

1. Turn off all Windows programs and antivirus software.

2. Find the downloaded installation file—SSHSecureShellClient-
3.2.3.exe—and double-click it. It is probably on your Windows
desktop or in the “My Download Files” folder.

3. Inthe InstallShield Wizard dialog box, click Next at the first
screen.

4. License Agreement. Read the agreement and click Yes.
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10.

Choose Destination Location. In the next dialog box, click Next to
accept the default folder.

Select Program Folder. The InstallShield Wizard has filled in the
program folder name with “SSH Secure Shell.” Change it as
desired or click Next.

Select Components. Click Next to install all components.
55H Secure Shell for Workstations 3.2_3 Setup x|
Select Components
Chaoose the components Setup will install,

Select the components you want to install. and clear the components vou do not want to

itvztall.

o lcons r— Deseription
Docurmentation
| Command Line Tools
[w]Add Command Line Tools to Path

Add Secure Shel client icons
to the desktop.

Space Required on C: 2480 K
Space Available on C E3977I6 K
| FrstallEhield

< Back | Mext > I Cancel |

Check Setup Information. Click Next to accept settings.

InstallShield Wizard Complete. Click Finish to complete the
installation. You may now use SSH Secure Shell by clicking one
of the SSH Secure Shell shortcuts on your desktop.

Delete installation file. Place the installation file in
your recycle bin. After you have successfully run SSH
Secure Shell, permanently delete the installation file:
Empty the recycle bin.
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Starting SSH Secure Shell

Locate the SSH Secure Shell client and file transfer
icons on your desktop. If you wish to communicate

with the server through UNIX commands, use the
SSH Secure Shell Client (use this client to access == El
PINE). If you wish to transfer and manage files S5H Secure S5H Secure

through a graphical interface, use the SSH Secure SIS RITUE f

Shell File Transfer Client. Note: You can get to the
client screen from the file transfer screen and vice
versa.

Connecting for the First Time

When you first open SSH Secure Shell through the UNIX command or file
transfer client, you will be required to provide basic information about
your account and your preferences to be stored in a profile. You name this
profile and use it to connect each time. Once setup, you will only be
required to provide your password upon entering. The following
instructions will center on file transfer and management through the file
transfer interface.

Setting Up a Profile
1. Double-click the SSH Secure Shell file transfer icon.

54.

55H Secure
File Transf...

2. You will see the main screen with a small Add Profile toolbar in
the upper-right corner. This toolbar will disappear shortly.

3. Click the Profiles button in the upper-left part of the screen.

| [_] Profiles |
Edit Profiles. ..
Add Profile. .

defaulksftp

4. Click Add Profile...

5. Type a name for this profile (e.g. “Copland” or “Strauss”) in the
highlighted area—"Profile Name”—and click Add to Profiles. This
profile will store your system settings and be used to connect to the
server. You may add any number of profiles.
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Profiles
Profiles are &1 Quick Connect Cal | Tunneling | FileTiansfer | Favorite Fold
H H i Wik, L onnec olars unhneling ile Transfer avorite Folders
organized in a : : :
g =0 Profiles Connection I Cipher List | Authentication | Keyboard

directory. Stiauss

Copland Configure protocal settings for the connection, Mew settings will take effect
defaultzftp upan hext login.

Specify * as the host name or the user name to be prompted faor the
information when the profile iz chozen for connecting.

Profile settings Huost name: Icopland.udel.edu
are entered in ——  Username: ICrtsmitH
these fields. Part number: |22
Encryption algarithm: |<Default> j |128 j

AL algorithn; I <Default: - l
LCompression: Im
Terminal answerback: IVH oa A l

[~ Connect thraugh firewal

[~ Request tunhels only (disable terminal)

ak | Cancel |

6. Click the profiles folder button again and select Edit Profiles...
Profiles are listed in the directory tree to the upper-left with their
settings on the right side of the Profiles box.

7. Click the profile name you created in the directory and fill in these
profile fields as follows (leave “Port number” at 22):

Host name:  copland.udel.edu
User name: (Enter your UNIX user name.)
8. Select the Quick Connect profile and enter the same settings.

9. Review your entries and click OK.
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Connecting to the Web Server

Now that your settings are stored in your personal and Quick Connect
profiles, you do not have to enter them to connect to the server. Note that
you can add other profiles with different settings. To access your desired
server, choose a profile that has the proper settings.

1. Click on the Profile button to select the desired profile.

“ &1 quick Connect | [ Prafiles |

“ [& | g+ Edit Profiles. ..
W add Profile...
M_l,l Computer uD

25

g:::zlr:Bin defaultsftp

2. When you connect for the first time, you will see the screen below.
Click Yes. This will store a file on your computer called a “key”
which is sent from the server. It ensures secure communications
and file transfers with the server.

Host ldentification

You are connecting to the host "copland.udel.edu” for the first time.
o The host haz provided wou its identification, a host public key.

The fingerprint of the host public key iz

You can zave the host key to the local databaze by clicking Yes.
r'ou can continue without saving the host key by clicking Ho.
'ou can also cancel the connection by clicking Cancel.

Do piou want to zave the new host key to the local databasze?

Ho | Cancel | Help |

3. Enter your UNIX password at the prompt and click OK. You will
always be asked to supply this password when connecting.

Enter Password X
Password: ||
Cancel |

4. After a successful connection, you will see your personal home
directory and files on the server on the right side of the screen.
When finished transferring files, click the disconnect button in the
upper left part of the screen.

E Do not disconnect now. Go to the
next section in these instructions.
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The File Transfer Screen

Toolbar

File Bar

Files on your
computer

File transfer
status and
history

& | 2 | 25 % | [CwimpowsDeskiap =l aed | & | 2 | ek % | [remefusrafeaiseoatjpbic_Hmi 7] | Add |
Local Mame / | Size | Type Remate Mame £ | Size | Type | Modified | Attributes
T Help Center-University of ... File Folde I T_Help Center.htm 62,758 MozilaHyw.. 04/00/03 030656  -tw-r-r--
ﬁ\d pdi 1905664  Adobe Ac
E\Djaxonomy.pdf 113,664  Adobe Ac
ﬁ IT_Help Center. him E3.877  Mozila Hr : H

—@SSH Support Documentatio 92456 MHTML Y,our filesin your
388 LINIX Systems. mht 26820 MHTML . directory on the server
| | 0| Ka | ]

Transfer | Gueue |

£ | Source File | Source Direckary | Destination Directory Size | Status Speed Time | d
.ﬁ} tshirt-sm.jpg CwINDOWS \Desktophl...  /homefusra/eas/53981/pu... 8503 Complete B4 kB/z 00:00:01

4F IT_Help Center.htm  C:SwINDOWSSDesktop /homeduzra/eas/s3981 /pu... 63.877 Complete B4 kB/z 00:00:09 :I
Connected to copland udel.edu - /homeusrasea/59981 /public_html |SSH2 - aezl 28-che - hmac-mds - none |1 items [62.8 KB] |_|—’,Zﬂ_ 4

After connecting to the server, you will see the screen below. If you fail to
connect, check your profile settings and try again. All menus in the file
transfer screen may be customized, and display windows may be resized
by dragging edges.

Main menu

"l copland.udel_edu - defaull - 55H Secure File Transfer

File Edit Yiew Operation ' Window Help ‘

mw o @

H82 28 a0 %y ¢l=t s

El Quick Connect  [_] Profiles |

Main Menu and Toolbar
Use these menus for basic program operation and specialized settings.

File Bar

You will use these options to view and manage files and directories. The
same buttons are shown above your local computer (Local Name) on the
left and server file listings (Remote Name) on the right.

Files on Your Computer

This listing shows your local files and folders and enables navigation very
similar to Windows Explorer. Files can be dragged from your computer
(Local Name) to the server (Remote Name) or from the server to your
computer.

Files in Your Directory on the Server

This area displays directories and files in your home directory (Remote
Name) on the server. You may also view other server directories and files
as needed.
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File Transfer Status and History

The status of each uploaded or downloaded file will appear on the
Transfer tab. All actions are displayed in an exportable history list. The
Queue tab displays files ready for upload or download.

The UNIX Terminal Screen

If you prefer to manage files and server communications with UNIX
commands, use the SSH Secure Shell Client icon. SSH Secure Shell
provides a terminal interface to all UNIX applications, including PINE.
Simply use all commands as you would with any terminal client.

File Transfer and Management

Managing Web pages, graphics, documents, and other files on your
computer and in your UD server directory is simple. With the file transfer
screen you will be able to:

= View any directory and file on your computer and on the server.

= Create, rename, move, and delete folders and files on your
computer or within your personal server directory space.

= Transfer any file or folder between your computer and your
personal directory space on the server.

= Change the permissions of files in your personal directory space on
the server.

Locating and Opening Directories

After you have made a connection to the desired UD server, you will see
the last location you viewed on your computer (Local Name) and the
contents of your home directory (Remote Name) on the server-your
computer on the left and the UD server on the right.
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Personal and Departmental Directories

Every user with a UNIX account has a personal directory on Copland that
is attached to the Web server. This directory is always displayed when you
first connect to the Copland server. You may also have space in a
departmental folder within /www/htdocs or on other campus servers.

L | & | of ¥ ||.l'h-:nme.l'usra,l'ea,l'59981 j| dd

Remate Marme 4 | Size | Type | Modified

(1 mail Folder 04/04,/03
[ public_ktrl Folder 040603
E |D_T amonomy. pdf 113664  Adobe Ao, 04/03/03

Type in a directory address to go to a directory outside of your home
directory. Click the home button to return to your personal directory.

AR = =] add
F.emnaote Marne 4 | Sige | Type | Modified &
] archive Falder 11415/96
[ bin Faolder 02/28/99
[ cgi-bin-notuzed Folder 02/21,/98

Home Type

Button address

here.

Your Web Site Directory

In order to make Web pages on Copland viewable over the Web, place
them in the public_html directory. If you do not have this directory, follow
the instructions at
http://www.udel.edu/webstart/students/public_html.html.

If your pages will be placed in another directory, ask the owner of that
directory to prepare it for the Web and provide you access to transfer files.
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Working with Web Files and Directories

After creating your public_html Web folder, use the following file transfer
screen functions to ensure that your pages are available and work properly.
Note: These procedures will work when selecting files, folders, and
directories in the personal computer or server directory lists.

Before beginning any transfers, select the Auto button. Always use this
setting.

Binary — Graphics
ASCII - HTML Auto — All files

-
LW ol @

Add | L | + | |'=_'3'i£ p |Ihn:nme,l'usra,l'ea,l'S'.:J'.:JBlg'public_htmlj| &dd
Show directory tree ___| Add location to favorites

Go to home directory

Current server directory

Go up one level Delete a file or folder

Refresh the view Create a folder

Directory Screen Capabilities

The file management screen is very similar to and provides most of the
functions of Windows Explorer. Use these functions to publish your Web
pages. However, there are some differences:

= Before deleting a folder in your UD server directory space, you
must delete all files in it first.

= When moving or copying a file to and from a location on a UD
server that contains a file with the same name, a copy of the file
with a different name will not automatically be created on the UD
server. You must change the file name before copying and pasting
it to another location on the server.

Otherwise, the directory almost duplicates the functions you would use in
Windows Explorer. When you wish to copy, cut, paste, rename, or move a
file or directory, do it as you would in Windows Explorer.
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Transferring Files by Dragging Them to the Server

1. Select/highlight the file or files that you wish to transfer by
clicking the file name. If you want to transfer more than one file
once, hold the CRTL key down and click on more files. Release
the CTRL key and mouse button when you have selected your
files.

2. Click on the highlighted files group and drag it to the desired
server directory or file list on the right of the screen.

3. Release the mouse button and observe the file transfer. If a file
name is the same, you will be asked if it is OK to replace it with

at

the file you are transferring/uploading. You will see the progress of
the transfer in the file transfer status and history tab at the bottom

of the screen. The file will be listed in the desired location if the
transfer was successful.

copland.udel edu - default - 55H Secure File Transfer =13
File Edit Yiew Operation Window Help |
Hegeelaa e oo ez agyo e
#] quick Camnect | Profiles |
RN =] | e || @ & 2 [ o 9 | [hemefusajearsasnt j|ndd‘
Local Mame: i | Size | Type ‘ Madified Remate Mame £ | Size | Type | Modified
_,%‘ ty Computer File [} public_htral Folder 04/01 703 08
-_E!‘E Metwork. File:
@Hecycla Bin Recycle Bin
1€ - User Services 467 Shortcut 04,/02/03 08:20
1D - User Services 411 Shortcut 04/02/03 08:2(
ﬁ id.pdf 1905664 Adobedc..  03/76/03 0838
)T axonomy. pdf] 113664 AdobeAc..  03/16/03 09:0¢
{ﬁ]SSH Support Documentatio.. 92456 MHTML.. 03/31/03 09:2%
{ﬁjUN\X Systemz mht 26,8230 MHTML..  04/01/0310:1¢
< | wis | H
Transfer | Queue |
£ | Source File | Saurce Direckory Destination Directary | Size | Status | Speed ‘ Tirne: |
4t 10_Tawonomy. pdf CwANDOWS \Deskiop Ahomedusra/eass9981 113,664 29% 7.3kB/s 000011
Transfering file 10_T axonomy. pdf |S5H2 - aes128-che - hmacmds - none (1 items [0 Bytes) ’_ m ’_ 4

4. 1f you do not see your file in the target location, click the refresh

button.

2

Transferring Files with Upload/Download

When you wish to transfer files between the computer and server directory

that is displayed, use the upload or download feature.

1. Click the upload button to get a file to the server. Use

the download button to move a file from the server to
your computer. The buttons are near the top left of the screen on
the Toolbar.

June 2003
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2. Locate and select/highlight files for upload/download.

Upload - Select Files K E3

Look jn: I :\Zj Desktop

=\ = @ e = =

_N%’ iy Computer

.-_'?E Metwork,

] Manual POF

1 C - User Services

iMedia T 1=
51D - User Services

File hame:

I"Document'l .PDF" "Media TEst 3.doc"

Upload I

Files of type: Al Filess [%%]

j Cancel |

Z

3. Click the Upload or Download button in the Select Files box.
Downloaded files will be transferred to the displayed computer
directory, and uploaded files will be placed in the displayed server

directory.

File and Folder Permissions—Setting Attributes

After you have uploaded files to your public_html folder for viewing on
the Web, you must ensure that Web users will be able to see the pages.
Even though someone may type the correct Web address to view your site,
she will not be able to see the material without permission. The attributes
for a file, or the folder it is in, must be set correctly on the server to give

this permission.

Attributes are shown to the far right of the file or folder name. Use the
scroll bar at the bottom of the file window to reveal the attributes column.
Again, Web page viewing is enabled by changing the attributes of files
and folders within your public_html folder on the server.

|| *I|Add|%|'¥'_ﬂ|ﬁ€}{|liﬂai59981 '”.ﬁ.dd
Remate Marne 4 | Size | Tvpe | Modified | Attributes
1 mail Folder 0404403 . drwwg----
Ca public_ktml Falder 0405403 .. drwes--r-
'E Documentl. PDF 1,208 AdobeAc.. 04/05/03 . werr
E |D_T axonomy. pdf 113,664 Adobe Ac.. 040303 .0 -nwer-r
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Users
Files and folders can have three types of users:

Owner The user with full rights to all files and directories within his
personal server directory space; this user can change file and
folder attributes.

Group A select group of users listed by the owner.
Other  All other users; users accessing your pages and directories
through the Web or the network.

Attributes
Files and folders can have the following attributes on the server:

R  The file or folder can be read. Attribukes
W The file or folder can be written to. [T
X The folder can be opened to access files Owner__|
(execute); the user can view Web pages in Group
the folder.
Other __|
D The listing is a directory.

Changing Attributes

1. Right-Cl iCk the fi Ie Or IT_Help Center.htm Properties El

folder name. =]
2. Click Properties. B reomei
3. Click the check box for _

. . Tope: Mozila Hypertest Markup Language Document
the dES| red attrl bUte for Location: fhome/usradeass3981 /public_html
Size: 61.29KB (62758 Bytes)
the Owner’ G rou p’ and Modified date:  Tuesday, April 01, 2003 03:06:56 Pk

Other categories.
4. C I ick O K . Pemnizsions: Read ite: Execute

Owner. ¥ v r
Group: ¥ [ | o
Other: I r o

Permission mode: G44]

Ok I Cancel | Help
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Recommended Attributes

The following settings are recommended to enable you to share your Web
pages over the Internet. Verify that that these settings have been applied to
your public_html folder and all files and folders in it. Individually select
files and folders and bring up the properties settings window discussed in
the previous section, “Changing Attributes.” Click the checkboxes as
shown below for files and folders and press the OK button in the
properties window for each file and folder:

Folder Settings

Permizzions: Read Wite Erecute
Owner: v v v
Group: v [ ~
Other: v [ v

Permizzion mode: Fialal

File Settings
Permiszians: Read Write Execute
Owrer v ~ [
Group: v [ [
Other: ~ [ [

Permizzsion mode: G44
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Accessing Web Pages

If you placed your files in a public_html directory/Web folder, users can
access these files by typing the following address and the file name
(“username” is your username and “filename” is the complete name of
your Web page file):

http://udel.edu/~username/filename (there is no “www” in the
address)

You can make your home page load automatically if you name it
“index.html.” It is unnecessary for users to type in the name of your
homepage if you name it “index.html.” In this example, when users type
in the following Web address, your home page is loaded in their browsers:

http://udel.edu/~username/

Advanced Features and Preferences

You can learn about SSH Secure Shell’s advanced features by
investigating the SSH Secure Shell help guide. In addition to providing
detailed instructions for system settings and preferences, the guide
discusses topics such as enabling several users to write to and load files to
the same directory. Other advanced topics include:

= Upload Queue
= Certificates

= Authentication

= Keys

= Ciphers

= Tunneling
=  Firewalls

Click on the Help menu at the top of the screen to begin your search.
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Help Resources

In addition to the SSH Secure Shell help guide on your computer, you can
access documentation online or speak with an IT Help Center
representative by phone:

IT Help Center

http://www.udel.edu/help/
(302) 831-6000

SSH
http://www.ssh.com/support/documentation/online/ssh/winhelp/32/
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